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)#.L%&30

hi,c"l 4)6!,C,14&#! . +# 2%6&# Y%$! +#1#).(&H# 2%67HG H&; 1 *+#E | 6#S(#! . +# Ad-(21 %H#E&A.(%)! &G 1#
-GHHEI2%&#!-#2G &(.EIP#2+4)(-2-;*+#E124)| A#14)41%' (D#61.%! . +#10/K=1()14)1%&6 () 4&E! 2% ?HG



hl*+# %.+#&! 206?H%)#H).-1 ()1 ,4)%),+4()F! -G 2+ 4-1 206)-#)-G-! 41'%&(.+7-F!-248&.12%).&42.-F1#.2;]
0-.&G2.! +#1%HH#&A.(%)1%S$! . +#12%?HG #8&14)61 2%6%&6()4.#1 6#@ (2#-1 (LUR SH BAFH24)!
A#14)41%' (D#6!.%!.+#1,101()!14)1%8&6()4&E!12%PHG #&:;

hI*+#1$%"E! )#.L%&3! H&Y% @ (64#-1 2%7HG.4.(%)4 1! HYLHE! . %! H&Y62#--164.414)6! 24)! A1 4)41%(
+#101()14)1%8&6()4&E!12%?HG.H#E;

hI*+HHBH@ (2#-1()). +HH$%"E!)#.L%8&314&#12%6))#2 #6| AE1411 711 HLYRRIEA) | A#14)41%' (D#6).%!
AHH-E- #21AG-1()14)1%8&6()4&E12%?HG #&;

HRAOAR =

Application Layer

Development API

Distributed Web Distributed Access control and
Server Database security

L_l ‘111%»’”4%:', (@

Foggy Network

CZR czc Device connection interface

Consensus . Developer
) Smart contract Miner rewards X p
algorithm incentive

Opensource public chain: CanonChain

I"HSY6&) *+, - * +" " $9&YH<-89$0&Y%
5#1 ()-.411! 4)6! ().#&4.# +(&BI4&.E! -%$.LA&H! -G2+! 4-1 6(-. &(AG .#6! GHA! -H#&@H#&-F! 6(-.&(AG.;
64.4A4-#-1#.2;1 4)6! H&Y @ (64! 6# @ HINIMMH@H1%H#&-1 24)! AG(16! 4HH1(24.(%)! 4)6! 2%)-.&G2
#2%-E- #721%)!.%H1%S$! 4#-#;

*AALH 91 -GP24&(DH-! +1 2%8&&H-HY6)6H#) 24! Ak.LHH)! @A&(%G-1 2% ?HY%)H).-1 ()!,4)%),+4()! 4)614)
%&6()4&E!12%?HE #80



"HE%&'() ! AR+ L] [&+5'-#H

/#00112('3#)4 !

6789 cre, | 18&%@ (B¥-(21&G 1#-14)61 2042 @18.( E#2+4)(-? |
k4 ! I7IN#.L%E&3!  \4.41.&4)-SH&IAH.L##)!)%6#
< U%"EN#.L%&3  \4.41H&Y62#--()

g%’ (2IH&Y624--§) V6 #12%%&6()4. (%) 4)6!

", | 0, |
<! A0 e once2M122)8HH).

=+>T&) ™+ - * +" 21-##2' &03-%4'<-89-,&,0:'+,/'0.&'<-%%&:9- /" #'<-89$0&%'9+%0"
-292@'(3*)*(431*A$*B";$%'C(ABD'3*/'(3%)* (431*A$* ()#=3,,'C(A(D
C"1(-14129%?H%)#).1 2% PH&H+#)-(@H#1E! 2#4-G&()' . +#! @A1GH %S| #1#2#).-1 (), 4)%),+4()! 4)6! +#!
$%"EN#.L%&3]!,C,! (-1 8% ?HY%)#).! . +4.1-. 4)6486(DH#-141114-HH#2 -1 %S A#+4@ (%&!()!,4)%),+4()14)6!
A $%"E! J#.L%&3;! *+#! #Q(-.()'! Al%232+4()! -%1G.(%)-! 24()1E! $%2G-! %)! .+#! #2+)%1%'E
(PH&Y%@()"! .+#! A1%232+4()! (-#1$F! 4)6! %)1E! 1%%3! $%&! 4)! %H.(?41! -%1G.(%)! ()! .+# A
NYLA@HEEY),+4()! 2%62A(#-! +#! A1%6232+4()! #2+)%1% ERAAYP! 4)6! $%"E! )#.L%&3!
2+4842 #&(-.(2-| TABYP! . Y0'H. +#8&) 4)6! 6%! 28MEHE! YoH.(?(D4.(%)F! 4(?()' %! $()6! . +#1'1%AA41!
%H.(?411-%1G.(%)!-G2+14-1-+9%L) 1) U(IG&#!<;

C"1 2HA-G&H-! 4)%),+4()! 4)6! +# $%"E! J#.L%&3! H#&$%&24)2#! 4)6! H14E-! 41 2&(.(241! &%1#!
AG(16()'! .+#! -4$#.E! 4)6! - 4A(L(.E! %$! +# ,4)%),+4();! *EH+26)! @A1GH#! 2#4-G&#6! AE! "
()21G6#!-(DH#I%S$!.+#IAL1%23-1() . +H2+4()FL(P#1%S!'#)#8&4. ()| A1%23-FIHA&. (2(H4.(%)1%S$!. +#12()7
1% EB+4()| @41 GHA-GEHBIAE! C"1()21G6#-11711.84)-2(~-(%)!6#14EFIAL)6L(6.+F!-. %&4 #F! 1%46!
4)6! %.+#8&! 2AHAA(L(.(#-! %S$! .+#! 6#@ (2#-! 4)6! - AA(L(.EF! -H&HA6! -H#HOF! G-4'# $&H#XGH)2E
HQ2+4)#1&A #1%S$! . +#IAHHL(24.(%)-;!, CIHEDH2H--| +#1 2#4-G&H?H) - 1%A. . 4()#614)6!-GHHILE! +#
4)41E-(-1&#-G1.-1.%!c,;

V$.H#&! &#2#(@()'! GHE4.#6! 64.41 $&%?! ,C'F! c,! -#.! %GH- YARGH! +#! @A1G#! -E- #2! %$!
4)%),+4()O!AG (16141 2%8&H#!-%oH+(-.(24.#61 2%6#1F! . 4H! 2%&H1 6 (?#)-(%)-F14)6!46%H.1412%&8#1 &9
4)61#)H&'EHSS(2(#).129%)-#)-G-141'%&(.+72;I VS HEIBY(JH +#1 2+4) #-1 () +# @A1GHF) C,124)!
H&YHYo-#1.%!.+#12%722G)(.E!.%!GH'&46#!,4)%),+4();



C,141-96! 6H#S()#-1 .+ H&()2(H1# %$! '%@#&)4)2#! ()!,4)%),+4()! T=#2.(%)! 9;7;YP;! ,4)%),+4()! G-#
C, L%l AAL(-+1ANT-H&@ (2#14' &#HH2H).1%&IA()6()'12%) . &A42.| At LIHPLOH#HE-:) C, I6HS()#-!

A YAL('4.(%)-! AH.LHH) G-#&-! +4.124))%. #- AAL(-+#6! -%1#1E! %)! 2%?HG #&! HE&Y%'&4?-;11V.!
4241 (HF) C,) #- AAL(-+#-] A AG&(-6(2.(%)! 4)6! 14L-! A4-#6!%)! +# 'H)#&A11E! 4224#H #6! &G 1;
42%)'1#A2+1% . +#8:;1U%& #42+!.&4)-42.(%)! A&Y%ABZAIME! (.R-1-()4.GE&H#! 2G-.1 ) 21G6#! +#
+4-+19$1+#1,C,1. %18 G 14 #).+#12%).842 11()H&,;

czc

Global optimum

Optimal point on CanonChain plane
(4 Fo
Q
(\Q [/ e

® CZR

"4V HS6'+,[*5H [ HT->+T7'-90"8" A+0"-, - *+ - * +" "+ ['0.&'|-##2" &03-%4"
-292E'<)F$%*3*0$
5+#)1 (). +# H&Y62#--1%$! GH'&48()%6232+4() H&Y%.%2%1-1%6&! L+#)! +#&#! (-|-#2G&( EN@G1)#&4
L#1%$.#)! -## -%2#] #?HW&ALEF! ()$%&241F! 4)6! #@#)! 2%). &% @#&-(41! 'Y @#&)4)2# HE&Y624-
A1%232+4()! 2%72?G)(.EF! L+(2+1 2%G 16! 28848 ARIB6&! H&Y6G2# G)H&#6(2.4A1#! &#-G1.-1 U
HQA?HIHFI () (- 4! +48&85%8&3! $&%67?! A(.2%()! AH2AG-#! %$! .+#] 6(-4'&HH2H).! Yo@#&! A1%23!
M.+#&HG?! +46! 4] +EBB&3! AH2AG-#! +#1\V/! LA-! +423#6;! 4)%),+4()! &H#41(D#- 4! 2%??G)(.E!
'Y @#&)4) 2 HEY62#--1. +8%G'+1,C,|. %61 6#A1IL (+ AISHLIHEYALH?-1 . +4.124))%. | A#I 2% ?H 1# #1E!-
AE1-%S$.LAGHA1'Y&(+-14. IH&H-#).;



K)!,4)%), +4()F! . +#!'% @#8)4) 2# HYL#E&! A#1%)'-|.%! A1%623! H&Y06 G 2#&- #1#2 #6! . +&%G '+ 2%?
2%)-#)-G-1 T=#2.(%)! <;9;<;9P;1 01%23! H&Y66 G 2#&-! +4@#! 1(?(.#6! 4)6! -GH#& @ (-#6! H&(@ (1#'#-
422%G).-F! GH64.#! 6#$#2.(@#! AHHE(ZYRIRN3H! 2+4)'#-1 %! G)6#&1E()' H&%.%2%1-;! 01%23!
H&Y66G2#&-17G-.|&#HE&H-#).| +#IL(6#184) #1%$! (). #&H-.-1%$14111422%G).-1()!,4)%),+4()! 2%22G)(
£4)612%722G)(.(#-124) #1#2.1.%! &#H142# A1%23 1 H&Y6 G 2#8&- ($! . +#EI AAG-#IHYL#&! % & 8HSG-#
2+4)'#-1()12%?2G) (.E!(). #&H- .-t

188198 ((&*+(%, - J0/-1 %

VSHE&! C, #- AAL(-+#-| YoHH&A.(%)! H&()2(H1#-1 %$! ,4)%),+4()F! . +#! HA&AP# #8&-1 %$! ,4)%),+4()! 4
6#.#82()1#6! AE! 2%7?22G)(.E! @%.()';! K$! .+#! HA&A?# #&-! 4&#! AHH&Y% @#6! AE! 2%??G)(.EF! .+#
L&(..#)1().%!.+(-| @H#&-(%)1%$!. £Het-#I HA&APH #&-1()21GB#O

h1*&4)-42.(%)!$##-O

h101%231.(?#14)6!24Q(?G?!A1%23!-(D#
hle#.+%6-1.961 2#4-G&H! +#129%).&(AG. (%) %$I6#@ (2#-
h*+H#HIH&()2(H1#1%$! #)#8.4.()'124)6(64.#-1$%& ! A1%231H&Y6 G 2#&--
hI*+#1) G2 A#&I%$IAL%23IH&%6 G 24#& -
hIV11%24.(%)!%$!A1%2318#L.48.6-

hIK). #8$42#1%$!(). #8&YoH#&A. ()'IL(.+1%. +#&IA1%232+4()-1%&\#/=

1"#%"496& () (&*+(%2, 3-'4/%
CI6HS()#-1,4)%),+4()|GHE4.#12#.+%6!4-1$%11%L()'O

9:\H@H#1%HH&-1-GA?(.14)|GHB4. # HE&YHY-4114)6!'#.12%&# A& &S]+ @%.#-1()!$4@%&
4)61+%16-14111.+# @Dk -# @H)12%)-#2G. (@ 64E-;

7:IVS$ #81- #HIOFIA111G-#8-12G-|G-#1 +HH+4-+10%6$L+HHL C,1.9%61206)$(& 2. +#118.4)-42.(%):;
<\H@#1%HH#&-1-GA?(.12%6/($(#6!-%G&2#! 2%64#1. %! +# #-.12+4();

Y \H@HLYHHE-) J##6! %! 296).()G#! +%16()'! 7%&#! . +BHoGCREH-| %$! +# @ReBHHYE..! $%8&!
HQH)12%)-#2G.(@HB4E-;



ZIV$.HE! +H#-%G&2H! 2%6#! 2%6($(24.(%)! HA--#-1%)! #-.1 2+4()F! 4111 )%6#-1 J##6! . %! $()(-+! GH
L(+()! -#@#)! 64E-;! *+#1 )%6#-! .+4.! +4@# )%.! GH'&A6#6! .%! YHL! 2%6#! L(11! A#! 4G.%?4.(24:
#Q21G6#6;

9 (3%)*(431*,0$*3%1),

V22%8&6()'.%! 6($SHEH).| 6#14E14)6! 2067HG . 4.(%)! &H#XG (&#2#).-F! ,4)%),+4()! 4HH1(24.(%)!-2#)4
24)1 Att! 6(@ (6#6! ().%! -H@H&AL! 24 #'%&(#-;| \($SH&H).| 24 #'U&E! %$! -2#)4&(%-! HG.! $%&L4&6!
2+411#) #-1$%8&! . +#IA1%232+4()!. #2-PRGLYE0),+4()! HE&Y @ (64- 128 6()'-%1G. (%)-;

92-G;3+5)%#'3==;103+1)*
5#124111 +# A1%232+4()! %H#&A.()' -E-.#?1 214--1 AHH1(24.(%)! 2%6#1! $%8&! 2%?HG #8&! 2+(H-!
5()6%L-14)6!g()GQ!-E-.#?-1CH14.$%&?4HH1(24.(%)-C;

U%119%L()'!.+#!1-.4)64&6!2+4()! %$!$%')#.L%&3()' H&Y%.%2%1-F1 4 BISIRERE()! YoH#&A. ()
-E-#7124)1&G)!1%)!-.4)64&6!2+4()-E- #?-1-G2+14-10(.2%()F! M. +#&#G ?FIM/=F14)6!-%! $%&. +F! ($!.
A&HIL(11()"1.%! $%11%L! +#! 206)-#)-G-1 %$! .+#! - 4)648&6! 2+4()! %&! K) #E&YHHEAA(L(.E! 4'&##74)
E%G!24)141-%I%H#&4 #1()!.+#1-.4)64&6! BHEWRY-2+#6G 1()'12+4()| &#-% B &2#-;

%4 (-1 EH#1%S$IH14.$%&?14HH1(24. (%) L#12411!CV/=:C

929*+$%30+1F$'3==;103+1)*,

S5# &HBH&! %! AHH1(24.(%)-! L(.+! 1%L! 14.#)2E! 4)6! +(+! &#1(AA(L(.E! &H#XG(&#?#).-! 4-1 ().#&4
AHH1(24.(%)-FIL+(2+!()21G6# @#+(2G 14&!)#.L%&3HQBRIDHA(24116(4')%-(-F1-#2G&(.E!414&?F!
#.2;1=H&@ (2#-1$%8&!-G2+14HH1(24.(%)-1)##6].%! A#1423) %L 1#6'#6IL (.+()141-+%8&..).(P# H#&(%6!TI
2(L1(-#2%)6P!.+4.1(-17G 2+ 1#--1 +4)| +#A1%23IH&%6G2.(%)!.(P#1%$!12G &&H#) JAL1%232+4()! #2+

9292-'H$410";3%'*$+7)%8

K)! 4! @#+(2G148&! )#.L%&3F! @#+(21#-! #Q2+4)'#! ()$%&?4.(%)! -G2+! 4-! 1%24.(%)F! -H##6F! &
2%11#2.#6 AE! _|=F! &464&F! 2424841 4)6! %.+#8&! -#)-%&-;1 K)! .&46(.(%)41! (?H1H#?#).4.(%)F! 41
XG(231E!.&4)-2(.-1 (-1 %L)! ()$%&24.(%)! .%! 4! 21%G6! -#&@#&! .+8Y%GH2! @Y 29%) P 1%G6!
HE@HE! 4)A1EDH-1 +#! ()$%&24.(%)! &H#H%E& #6! AE! 411! +# -G&&Y%G)6()'! @#+(21#-F! 4)6! ()%



&ASS(2! 2%)6(.(%)-! 4)6! -2)#-! %! %! +4@#! 4)! %H.(?41! -2+#6G1()'! %S$! @#H+(21#-! &%G
HPAH+Y%&H-12E21#-;

K)! ,4)%),+4()F! 4)E! H#&(H+#&41! 6#@ (2HURAR(HA.#! ()! +#! @#+(2G14&! J#.L%&3! .%! H&Y624#:
($%&?24.(%)! 4A%G.| +#1-G&&G)6()'| @#+(21#-;1 U%&I#QAPHIHFIL(+!,4)%),+4() 1 #)AALHEF! +#!
1(+.124)| A#IAI A#A2%)! Y%l +#1H! @#+(21#1H%-(.(%)()]'4111&%46-(6#&#-. AG&4) 1 24-+(#&! -.4.(%)-
A 2067HG.()'!) &) $%&! &%46! -2#)# 2412G14.(%)-]! H#6#-.&(4)! +4)6-#.-1 24)! -#)6! 41#&.-! .9
@#+(21#12%11(-(%)14@%(64) 2#1-E- #7-;

92929'1$,4"$+7)%8

eft-+1 )#.L%&3! 24)! A&#43! +# 1(2(.4.(%)-! %$! 2#11G148&! }#.L%&3! 4)6! APNE-6! WQA%L
H)H&A. (%) L(&H#1#--1)#.L%&3F! 4)6! (.| '#IbR:A14)6! 2%8&H 4. #).(%)!%)! (.-| HHES%&24) 24! -G 2+ 4-]
A4)6L(6.+F!-#Ih&'4)(D4.(%)!4)6! &YAG- . #--; 11V I H&H-#).F1 (1 +4-1 A#H#) | L(6#1E! &#2%') (D#6! AE! .+
()6G-.&E!4-19%)#%$I$G. GEH!I6(&#2.(%)-1%$IL (&# 1#--1)#.L%&3! #2+)%1%'E;

K)128-+1)#.L%&3F1#42+1)%6#! (-1 2%) ) #2 45 848 ) %6#-1 ()1 41 2GR Y H! 24)}#&:1V)E ) %641 24)!
H(AH&IAHIA121(#) 1% &I A1 A1 &HLAE;IKS$! 41)%6#! (.-#1$12%6)#2.#6!.%1%. +#8&1)%6#-F1 (1 (-14121(#).;
HHLHL.&A)-2(..()'1 28--4'H#-1%$1%. +#&-FI() (- +HH QH#14E;

*+# H+E-(241! 14E#&! T-G2+! 4-O! 01GHINW.2EPH4)6! }#.L%&3! 14EH#&! #2+)%1%'E! ()! 2#-+!
). L%&3 4&HI X G (#124.G&H;INVOLH@HEF! +%6L! . %! (@#!)%6#-1()2#). (@#! %! -+A4&H! . +#(8&!%L)! &#
TH&Y62#--%&FI2#?%&EFIA4. #&EFI#.2;P14-141&#14E! (-1 (11141 H&YAL#?;

K$1412#-+1)#.L%&3! (-IAG(L1.19%6)!,4)%),+4( 1. +#1290)-#) TB&4 + 71 24) | A#I G-#6! %01 2H4-G&H . +#]
296).&(AG.(%)1%$!.+#1)%6#-14)6! +#IA1%2318#L486124) | A#1411%24 #6!H&YH%E&. (%)411E!.%! .+
A L%&3(-1#2%)%?(2411E!-G-. 4(V4A1#;

92@'J16'/3+3'3==;103+1)*,

S# &HSHE! 961 AHHL(24.(%)-! +4.1 &#HXG(&H! +('+) DHARGIZ(H#&! 4)6! +(+! +&%G+HG.1 4-1 A(!
64.41 AHH1(24.(%)-F! ()21G6()'"! 4&.($(2(41! (). #11(H)2#F! 6&G'! 6#@H#1%H?H).F! (P4'# &#)6#&()';
42%G).| %S$! 64.41 #Q2+4)'#6! At LHH)! -H#&@ (241 )%6#-! () -G2+ AHH1(24.(%)-! $4&! #Q2##6-1 +H#! A
-(D#I%$! +#12G&E&H).I H)#&AL ALODZEY % 1%'E;



92@2-'K%+151013;'1*+$;:16$*0$'+%31*1*6

e42+()# 1#48)()'141'%& (. +?-F1#-H#2(411EHG&AL!)#.L%E&3-FI+A@# A#2%2#12%&#14)612%&HH!H
()! &#2#).| E#A&-; SHG&AL! )#.L%&3-1 +4@#! A#H#) AHHL(#6! . %! $(#16-1-G2+! 4-1206?HG .#&! @ (-(%)
&H29%')(.(%)F1)48@1114) G4 #IH&Yo2#--()'Fl-. %231 24&3#.1H&H#6/(2 (%) F1#.2;

SHG&AL! #.L%&3-1 4&#! 6&(@#)! .%6! #2G14.#! +#! L%&3! %$! 41 A(%1%' (241! A&4();! . %?HG #&-! -
-42#13()61%S$! A#+A@ (%&4-1+G24)-F1-0024. (2#-1# @#) | ARE%)61+G 24) 1 24HAA(L(.(#-1>#G&AL#.L
2%G16! A#! 4-124)EH4Q)68#6-| Y& #@H)! +%G-4)6-1%$! 14E#&-F1 3)%L)14- 6##H! 1#4&) () )#.L%&
1&YM2.-1 %) 6H##H! 1#4&)()') JH.L%E&3-! &HXG(&#! .&#2H)6%G-! 2%?HG.4.(%)41! HY%L#&! $%&
6#H1%E?#).F!.&4()()'F!1 4)6!.G)()';! e%64#8&)! |,-124)! .&4()! J#.L%E&3-! L(.+! .#)-1 %$! .+%G-4)6-! %S!
APHL#-1 () A8HA-%0)AALH 42%G).! %! .(P#F! -GHH%&.()'! +G)6&#6-! %S$! 6(?#)-(%)-! %$! (HG.! 64
\BHH! 1#48&)()"! )#.L%&3-F! +%L#@H#&F! &H#XG(&# #@#)! 14&#&! -4?2H1# %$! 64.4F! 411! -
(PH1#2#) #61()|2%&H#IHY%L#&SG1! ! Ig-;

A4)%),+4()! H&%@ (6#-! 4)! #2%)%?(2411E! #$$(2(#).! -%1G. A BRLQ! BH#H! 1#48)()'"!
)#.L%&3-;! OE! 4--(')()'! .+#! LAE#&-! () .+#) 6##H! 1#4&)()'! }#.L%&3! 4HH&Y%H& (4. #1E! ().%! 6($$#E
)%64#-F1%)1E!#2#--A&EIHARAPH #&-| At L) LAEH#&-1A&HIHQ2+4) #6142%)') %64-1. %! -HA##6! GH!
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